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CYBER SECURITY UPDATES TO HIPAA EXPLAINED

The Security Rule of the Health Insurance Portability and Accountability Act (“HIPAA”) was enacted more than two decades ago, and technology has changed dramatically since then.1 Healthcare organizations now face increasingly sophisticated cyber threats—over 700 healthcare data breaches have occurred each year in recent years,2 and many of these breaches have been traced to business associates of HIPAA-covered entities.3 These trends underscore the purported urgent need to modernize the Security Rule’s protections. This article provides an overview of the proposed updates to HIPAA’s Security Rule and discusses the implications and compliance timeline for regulated entities.

Overview of the Proposed Changes to HIPAA
On December 27, 2024, the Office for Civil Rights (“OCR”) at the U.S. Department of Health and Human Services issued a Notice of Proposed Rulemaking to modify the HIPAA Security Rule (the “Proposed Rule”).4 The OCR administers and enforces HIPAA’s Security Rule, which sets national standards for protecting individuals’ electronic protected health information (“ePHI”) as maintained by covered entities (health plans, health care clearinghouses, and most health care providers) and their business associates (collectively, “Regulated Entities”).5 The Proposed Rule is intended to strengthen cybersecurity protection for ePHI by updating requirements that help Regulated Entities prevent, detect, contain, mitigate, and recover from cybersecurity threats.6
The Proposed Rule touches on six broad categories, discussed below: required compliance checks, security policy updates, ePHI-specific controls, implementation specifics, required notifications, and group health plans.
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Required Compliance Checks

The Proposed Rule would mandate several recurring assessments to ensure system security and compliance. These include: (i) a compliance audit at least every 12 months to verify adherence to the Security Rule’s requirements; (ii) verification by business associates every 12 months that they have deployed the required technical safeguards for ePHI protection; (iii) vulnerability scanning at least every six months; and (iv) penetration testing at least every 12 months.7 Additionally, Regulated Entities would be required to review and test the effectiveness of certain security measures at least once per year.8 These timelines represent minimums; entities may conduct such reviews more frequently.

Security Policy Updates

The Proposed Rule would require significant changes to how Regulated Entities document and implement their security programs. Security Rule policies, procedures, plans, and analyses would need to be reduced to writing, and specific compliance timelines would be added to existing requirements. The standards for contingency planning and security incident response would be strengthened.9 In addition, the Proposed Rule would mandate multi-factor authentication, require technical controls for configuring relevant electronic information systems, and impose network segmentation requirements.10 Finally, the Proposed Rule calls for greater specificity in conducting risk analyses.11

ePHI-Specific Controls
The Proposed Rule includes requirements specific to ePHI itself. Most significantly, Regulated Entities would be required to encrypt ePHI.12 The Proposed Rule would also impose additional obligations, including maintenance of separate controls for the backup and recovery of ePHI and a requirement that Regulated Entities develop and update a technology asset inventory at least once every 12 months.13
Implementation Specifics

Notably, the Proposed Rule would eliminate the current distinction between “required” and “addressable” implementation specifications.14 Under the proposed framework, all implementation specifications would be mandatory, subject only to specific, limited exceptions.15 This change represents a significant shift from the current flexible approach and would remove
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much of the discretion Regulated Entities currently have in determining how to implement safeguards.

Required Notifications

The Proposed Rule introduces specific notification requirements with tight timelines. When a workforce member’s access to ePHI or certain electronic information systems is altered or terminated, the Regulated Entity would be required to notify other affected Regulated Entities within 24 hours.16 Similarly, business associates would be required to notify covered entities no later than 24 hours after activating a contingency plan.17

Group Health Plans

The Proposed Rule would impose additional requirements on group health plans. Plan documents would need to require that group health plan sponsors comply with the Security Rule’s administrative, physical, and technical safeguards and that any agent receiving ePHI on behalf of the plan sponsor agrees to implement those same safeguards. Plan sponsors would also be required to notify the group health plan upon activation of their contingency plans without unreasonable delay, but no later than 24 hours after activation.18

Implications of the Proposed Rule
The final rule implementing the proposed changes to the HIPAA Security Rule could be released very soon (the “Final Rule”), as the scheduled release was set for as early as May 2026.19 However, the Proposed Rule was delayed by several months, which could push back the issuance of the Final Rule.20 Additionally, given the current regulatory environment, there remains a possibility that the Final Rule may not be issued at all.
If the Final Rule is published, it would become effective 60 days after publication.21 Regulated Entities would then need to achieve compliance by the “compliance date,” which for most new or modified standards would be 180 days after publication.22 Certain provisions may have different compliance timelines as specified in the regulation.23
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What Regulated Entities Should Do Now

Regardless of whether the Final Rule is issued in its current form, the Proposed Rule signals the direction in which the U.S. Department of Health and Human Services believes cybersecurity standards should move. Regulated Entities would be well-served to begin preparing now by conducting a gap analysis against the proposed requirements, assessing their current encryption and multi-factor authentication capabilities, evaluating network segmentation options, and ensuring that business associate agreements reflect the heightened expectations. Organizations that invest in compliance readiness now will be better positioned to meet the Final Rule’s requirements within the likely tight compliance window if it is finalized.
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